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Abstract−An assurance case is a document created to enable the exchange of information related to system safety and security among 

various system stakeholders, including suppliers, acquirers, operators, and regulators. It is essential to review such assurance cases to 

ensure their validity. The Structured Assurance Case Metamodel (SACM) is one of the languages that can be used to communicate 

assurance cases, and it offers various variants and expressive notations to facilitate this task. While creating assurance cases, it is 
necessary to consider dialectical notation with CounterArguments and CounterEvidence to explain situations where an assurance case 

has an incorrect value or can be countered. SACM classifies this notation as dialectical, and it is useful for reviewing and developing 

assurance cases. However, despite the usefulness of this approach, there is limited research on its effectiveness. Therefore, this study 

aims to explain dialectical notation in the SACM assurance case language and develop existing SACM applications. The application 
was developed to provide users who are already familiar with assurance cases, especially SACM, with a practical way of introducing 

dialectical notation. By doing this, we hope to expand the use of SACM and improve its effectiveness in communicating assurance 

cases among system stakeholders. 
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1. INTRODUCTION  

An assurance case is a vital document that plays a critical role in ensuring system safety and security by facilitating the 

exchange of information between various system stakeholders. These stakeholders include suppliers, acquirers, operators, 

regulators, and other interested parties. The Structured Assurance Case Metamodel (SACM) is a language used to 

communicate assurance cases. SACM has various notations, including the Structured Assurance Case Metamodel 

Notation (SACMN), which is a versatile and expressive notation used to communicate different types of systems. 

SACMN notation has several types designed to meet the needs of communicating various systems. For example, core 

notation is used to communicate the most critical aspects of a system, while modular notation is used to communicate 

interfaces and dependencies between different system components. Pattern notation is used to capture recurring patterns 

in system design, while dialectical notation is used to review assurance cases. The dialectical SACMN notation is an 

essential tool used to review assurance cases to ensure that the claims made in the assurance case are valid and that there 

are no counters in the assurance case system. The dialectical notation consists of counter-inference and counter-evidence, 

which are used to carry out the assurance case review process. However, despite its importance, there is low usage of 

assurance case reviews that use the SACMN modelling language due to a lack of research explanations of the concept of 

dialectical assurance cases.  

The creation of a dialectical notation for the assurance case language, Structured Assurance Case Metamodel, is a 

necessary requirement. This notation draws upon the assurance case language Goal Structuring Notation (GSN) and the 

journal Goal Structuring Notation Community Standard Version 3 [17]. The dialectical notation is designed to provide a 

more structured and detailed framework for composing and communicating arguments related to the security, reliability, 

and feasibility aspects of a system within the context of an assurance case. With this notation, practitioners and 

stakeholders can better understand and analyze the arguments within an assurance case, as well as trace relationships 

between claims, evidence, and assumptions. The use of dialectical notation helps to depict arguments in a structured 

manner, using elements such as claims, subclaims, evidence, assumptions, and reasoning that connects them. This 

notation also makes it easier to detect and rectify errors or deficiencies in reasoning, thereby enhancing the reliability and 

quality of the assurance case. By referencing the journal [13], the development of dialectical notation can adopt and 

expand upon the principles and conventions established in previous standard versions. Consequently, creating dialectical 

notation for the assurance case language Structured Assurance Case Metamodel will significantly improve the 

representation and analysis of assurance cases, as well as enhance understanding and confidence in the existing arguments. 

The Structured Assurance Case Metamodel requires a dialectical notation due to its lack of detail refers to the 

journal [8]. A journal explains the challenges in representing complex assurance arguments and how the current notation 

fails to capture intricate relationships. This leads to incomprehensibility and inadequate analysis. A dialectical notation 

tailored to the Metamodel is proposed to enhance precision, clarity, and coherence. It facilitates systematic analysis and 

identification of gaps, weaknesses, and inconsistencies. The creation of dialectical notation becomes imperative based on 

insights from the journal's analysis and implementation of a web-based graphic editor. This opportunity to improve the 

overall quality and effectiveness of assurance case development and evaluation processes is crucial. 

Therefore, this study aims to introduce the dialectic concept using SACMN and develop tool support for 

constructing assurance cases, especially the dialectic feature. After the introduction, the study will analyze the perception 

of the assurance case users on the dialectic concept using SACMN. This study is crucial in promoting the usage of 

SACMN notation in assurance cases and ensuring that the claims made in assurance cases are valid and defensible. 
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2. RESEARCH METHODOLOGY  

2.1 Research Related to Dialectic Assurance Case ( GSN Dialectic) 

Goal Structuring Notation (GSN) is a graphical argument notation that can be used to document explicitly the elements 

and structure of an argument and the argument’s relationship to evidence [9]. The notations contained in the GSN have 

various types, divided into core, arguments, modular, confidence, and dialectic. This dialectic notation is a process in its 

simplest form for providing the truth. A dialectic notation will be used as a dialectic process to provide a framework that 

questions, tests, and makes the assurance case free from the identification of doubts and errors that make it ambiguous or 

do not match the needs of the system function in the assurance case being created. The notation used for the dialectic 

process in the GSN modelling language is as follows. 

 

Figure 1.  Various notation from GSN dialectic notation 

From Figure 1., it can be explained that the various notations that belong to the dialectic process of the GSN 

modelling language are as follows, 

a. Goal element, a core element of GSN to be used in a dialectic context to assert a challenge to part of the argument. 
b. Solution element, a core element of GSN to be used to present a reference to evidence that asserts a challenge to part 

of the argument. 
c. Defeated element, is a symbol by giving a cross (‘X’) on the element in the GSN indicates that the element has been 

defeated. 
d. Challenges relationship, represented by a dashed line with an open arrowhead, used as a challenge to any GSN entity.  
e. Defeated relationship, is a symbol by giving a cross (‘X’) in the middle of the GSN relationship indicates that the 

relationship has been defeated.  
After discovering the various notations used for the dialectic process in the GSN language, the use of this notation 

can be used for any goal structure that has been made in the assurance case. After the elements or relationships have been 

indicated as defeated, a counter will be made to the notation. Here are the elements used to counter the defeated goal or 

solution argument.  

 

Figure 2.  Supported elements for GSN dialectic notation 

Counter Evidence will use a form of notation like a solution and Evidenced Counter Argument will use a form of 

notation like a solution. These two notations can support a process to challenge any element that indicates defeat. The 

following is an example of an assurance case that has a dialectic process in it. 
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Figure 3.  Example of using the GSN dialectic notation 

From Figure 3., it can be explained that G1 is a goal that has S1 as a solution that has been indicated defeated. 

Because S1 is indicated to have been defeated, counter evidence is needed for S1 by making CSn1 as counter evidence. 

From S1, we have 2 goals, namely G2 and G3, with G3 being challenged by CG3 to question the validity of G3 and need 

more justification to prove G3 is valid. G2 has a relationship that is indicated to be defeated to Sn2, therefore G2 has 

counter evidence (via solution) with index CSn2. 

2.2 Dialetical assurance case using Structured Assurance Case Metamodel Notation (SACMN) 

SACMN is one of the three languages available for modelling assurance cases. SACMN provides the specification and 

abstract syntax for the development and representation of assurance cases [3]. SACMN is a specification that defines a 

metamodel for representing structured assurance cases. This assurance case modelling language was published by the 

Object Management Group (OMG) with the aim of increasing the standardization and validity of various notations for 

assurance cases. The notation on SACMN is divided into nodes and relations by dividing into sub-types of notations such 

as core, modular, pattern, and dialectic. This type of notation has a different function and is used according to needs when 

creating assurance cases with the SACMN modelling language. An explanation of the types of SACMN notation is as 

follows.  

a. Core notations, the notations used as the basic notation in SACMN which explains fundamentally a system with Claim 

nodes as contextual or evidential information and with ArtifactReference nodes as a reference for supporting evidence 

of the Claim. A claim and an ArtifactReference also require further supporting arguments to make the claim more 

valid.  
b. Modular notations, the notations used for grouping various notation elements, and can be used as reference from other 

notation modules as element justification. This modular notation is interconnected with one another as a reference and 

the main module described in an assurance case. 
c. Pattern notations, reusable notation such as ‘Templates’, with the aim of helping to visually optimize the information 

level when iterative argument structures are required. 
d. Dialectic notations, the notations used for further review of the validity of the assurance case that has been made. 

Starting from the validity of the claim that has been made, is it valid and there is no counter that can be done. If the 

claim has a counter or is invalid, the Claim will change to a DefeatedClaim node and a CounterArgument node will 

be made as a further argument regarding the counter claim, and by using the CounterEvidence relation that connects 

the two nodes. 
For further information about the types of notations, you can read the journal [3]. Related to the purpose of this 

study, the discussion on dialectical notation is continued. The dialectical notation has various notations which will be 

listed below. 

 

Figure 4.  Various notation from SACM dialectic notation 
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From Figure  4, various SACMN dialectical notations can be explained as follows, 

a. ArtifactReference node, an argument used as evidence reference or contextual information. In dialectical notation, 

this node is reused as a CounterArgument which will be used as a reference for an invalid or defeat assurance case 

arrangement. 
b. Claim node, a structured argument that contained a true or false statement. 
c. Defeated node decorator symbol, a sign that uses the symbol (‘X’) and symbolizes that the node has an invalid value 

or description and is worth defeat. 
d. Defeated Claim node, an argument that has been made in the Claim has an argument that is invalid or has an incorrect 

value. This node requires a CounterAgument/CounterEvidence as a reference for the justification of this Claim. 
e. Defeated AssertedArtifactContext relation, relations indicates that the inference is defeated by CounterEvidence. This 

relation can be used between Claim as the start and ArtifactReference as the destination. 
f. Counter asserted AssertedContext, relations indicate that the inference counters its declared purposes.  
g. Counter asserted AssertedArtifactSupport, relations indicate that the inference counters its declared purposes, this 

relation can be used between ArtifactReference as the start and Claim as the destination. 
h. Defeated AssertedArtifactSupport, relations indicate that the inference is defeated by CounterEvidence. 

The SACMN notation listed on this type of dialectical is used to review the assurance cases that have been made, 

with the aim of re-checking their validity. The following is an example of using notation in the assurance case. 

 

Figure 5.  Example of using the SACM dialectic notation 

From Figure 5., it can be explained that ArtifactInference G1 was defeated by a counterevidence described as claim 

A1. ArtifactInference G2 has a CounterArgument that can be used in Claim A2. Claim A2 has branches of Claim A3 and 

Claim A4 as support for the CounterArgument that has been given. Claim A4 has a reference that supports A4, namely 

ArtifactReference G3, but after reviewing it, Claim A4 is declared to have an incorrect and inappropriate validation value, 

therefore Claim A4 becomes a DefeatedClaim, and is assisted by a CounterArgument from ArtifactReference G2. 

2.3 Tool Support Development Process 

 

Figure 6.  Application development flow 
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The introduction of dialectical notation from SACMN requires an application that is used as an introduction 

medium. Existing applications already have the required core notation and require further development. Further 

information can be seen in the journal [4]. The flow of the application development is shown in the following figure. 

Figure describes the flow of application development from applications that are already available to the dialectical 

notation feature successfully used in the application. The following is an explanation of each flow listed in the figure. 

a. Analysis requirements – the first step in application development is to analyze the requirements that are already 

available in the application [4], then adjust to the latest requirements. The new requirements needed are the new 

notation and the appropriate relations in the SACMN dialectical notation. Notation size adjustment to make it easier 

to use and does not require re-measurement of the notation. 
b. Design and insert the SACMN dialectical notation – Designing the notation that has been described in the figure , 

adjusting the size of the notation to be used in the application, so that the appearance of the notation in the application 

before use and after use remains in accordance with the certainty of the notation.  
c. Deployment – at this step, coding will be carried out on the existing application so that the notation that has been 

successfully inserted into the application can be used and can be related to other notations.  
d. Evaluate the application independently – after the application has been successfully made in accordance with all 

the previous steps, testing will be carried out independently to find out the deficiencies that exist. The deficiencies 

will be revised as soon as possible according to the required application requirements. 

2.4 Stages of Application Testing 

After the application development is carried out and it is in accordance with the application requirements. In the next 

stage, testing will be carried out on users who are familiar with SACMN, more precisely users who have tested the 

development of previous tools [4]. Tests will be carried out on 26 people who are related to informatics majors and are 

familiar with SACMN. The following are the steps of scenario testing for testing in this research.  

Table 1. Testing scenario 

No Test Scenario Step 

1 Explanation of the SACMN dialectical notation to the user 

2 A question-and-answer session with users regarding the purpose and essence of this research 

3 The user will be asked to re-create the assurance case which already has the SACMN dialectical notation 

4 The user will be given a questionnaire using the google form platform 

After the user does the testing, by testing the components of the Method Evaluation Model (MEM) which have 

aspects of perceived usefulness that test the perception by the user for the usefulness of this dialectical notation. After 

that, the perceived ease of use is also tested to know the perception of the user of the ease of use after using the application 

of this dialectical notation. The last aspect tested by MEM is the intention to use, this aspect aims to find out the feelings 

of the user’s intention to use the application more often or not.  

Questions on the questionnaire will relate to aspects of MEM which will be used as a further assessment. The 

assessment method will be used to assess whether the results of the questionnaire are valid or not using Cronbach’s alpha 

method. After Cronbach’s alpha results are obtained and classified as good results or above 0.7 points, the results of the 

questionnaire will be assessed by finding the mean value of each MEM aspect to get the main result value from this 

research 

3. RESULT AND DISCUSSION 

After testing the user and the user has answered the questions on the questionnaire, the results obtained will be assessed 

using Cronbach’s alpha method.  The following is a rating table for Cronbach’s alpha method to determine the validity 

of the questionnaire results obtained.  

Table 2. Rating of cronbach's alpha 

Cronbach’s Alpha Internal consistency 

0.9 ≤ α Excellent 

0.8 ≤ α < 0.9 Good 

0.7 ≤ α < 0.8 Acceptable 

0.6 ≤ α < 0.7 Questionable 

0.5 ≤ α < 0.6 poor 

α < 0.5 Unacceptable 

This rating table is used as a reference for evaluating this method. The questionnaire given to the user contained 4 

questions about perceived usefulness, 3 questions about perceived ease of use, and 3 questions about the intention to use. 

The following is Cronbach’s alpha formula used to calculate the results of this questionnaire. 
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𝜕  = [
𝑘

(𝑘 − 1)
] [1  −  

∑ 𝜎2𝑏

𝜎2𝑡
]                                               (1)       

Description: 

𝜕     = Cronbach’s Alpha coefficient 

𝑘      = Number of question items 

∑ 𝜎2𝑏    = Sum of the item variances 

𝜎2𝑡         = Variances of Total Score 

This formula is used to calculate all questions from the questionnaire by combining all the questions into one table. 

After becoming one table, it is calculated by determining the number of questions, the number of question variances, and 

the variance of the total number of questions. The following shows the results of the recap of the questionnaire conducted 

in this research.  

Table 3. The results of the questionnaire 

No 
Perceived Usefulness Perceived Ease of Use Intention to Use 

Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 

1 1 2 1 1 2 2 1 2 1 2 

2 1 2 2 1 2 1 2 1 2 1 

3 1 3 2 2 2 1 2 2 2 3 

4 1 1 2 2 2 2 2 3 3 2 

5 2 2 2 2 2 1 2 2 2 3 

6 2 3 2 4 2 2 3 2 3 2 

7 2 1 3 2 2 2 2 3 3 1 

8 1 2 1 2 2 1 2 2 1 2 

9 3 1 3 3 2 2 3 4 2 3 

10 2 2 2 1 1 2 1 3 1 2 

11 1 1 2 1 1 2 1 2 2 1 

12 1 1 1 2 1 1 2 3 2 3 

13 2 2 2 1 1 2 2 1 1 1 

14 2 1 2 3 2 2 1 2 2 2 

15 1 1 2 1 1 2 1 2 1 2 

16 2 2 2 2 2 3 3 1 2 3 

17 2 1 3 1 1 2 2 2 3 2 

18 1 2 1 1 2 2 1 1 2 1 

19 2 2 2 1 2 2 1 1 1 2 

20 2 3 2 3 3 3 2 2 2 2 

21 1 1 2 3 1 2 1 1 2 1 

22 2 2 2 1 3 1 2 2 2 2 

23 2 1 2 2 1 2 1 1 3 2 

24 1 2 2 1 3 2 2 2 2 2 

25 1 2 2 2 1 3 1 3 3 1 

26 2 3 2 2 3 2 2 2 3 2 

After sorting up the results from the questionnaire, we will calculate each component in Cronbach’s alpha. The 

following is a description of the calculation of each component,  

a. Number of question items: 10 
b. Sum of the item variances: 4,269230769 
c. Variances of Total Score: 12,18 

After calculating each component, Cronbach’s alpha from this questionnaire got 0.721653825 points and it can be 

concluded that this questionnaire is classified as “acceptable” and the results can be used as a reference for calculating 

the final results of the research. After getting the values from Cronbach’s alpha, we will calculate the mean of each aspect 

in MEM, the following shows the results of the analysis of each aspect in MEM with the required variables. 

Table 4. Result of each variable in the questionnaire 

Components 
Perceived Usefulness Perceived Ease of Use Intention to Use 

Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q 10  

Modus 2 2 2 1 2 2 2 2 2 2 

Min 3 3 3 4 3 3 3 4 3 3 

Max 1 1 1 1 1 1 1 1 1 1 

Mean 1,77 1,80 1,98 
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Median 2 2 2 

Standard Deviation 0,57 0,71 0,52 0,84 0,69 0,58 0,66 0,8 0,72 0,68 

From the table, several variables are calculated for all aspects in MEM, e.g., mean, and median. These two 

examples of variables are used as a rating for the results of the questionnaire. The results obtained from aspects of 

perceived usefulness get 1.77 points, perceived ease of use get 1.80 points, and intention to use get 1,98 points. The mean 

results obtained from each aspect refer to the choices in the questions in the questionnaire that use a linear scale which 

symbolizes 1 as “Very appropriate” and 5 as “very not appropriate”. So, it can be concluded that the results of each aspect 

belong to the values 1 and 2 which symbolize “very appropriate” and “appropriate”. The mean result of each aspect will 

be rounded down and get a value of 2 from each aspect and it can be classified that each aspect in MEM represents 

“appropriate”. 

4. CONCLUSION  

From this research, the application that has been developed to be able to use the SACMN dialectical notation has been 

completed and tested on several users who are familiar with SACMN. After the user uses the SACMN application, we 

will provide a questionnaire to the users with the aim of testing 3 perception aspects of MEM. The results obtained from 

this questionnaire will be processed and checked for validity using Cronbach's alpha method. By giving a total of 10 

questions on the questionnaire, the results of Cronbach’s alpha get 0.721653825 points and can be classified into 

“acceptable” results. The results of Cronbach's alpha calculation will be followed by finding the mean value of each aspect 

of the MEM tested in the questionnaire. The mean value obtained in the three aspects gets a value of 2 after rounding 

down the value, and can be categorized as “appropriate” according to the value of the questions given in the questionnaire 

(linear scale rating). From this research, it is hoped that there will be further development of existing applications to make 

them easier to use. Wider questionnaire data collection to make it easier and introduce to more people about assurance 

case, more precisely SACMN. 
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